Facebook Research installation instructions for Android

Thank you for participating in the Facebook research panel!
This guide will explain how to install the Facebook Research app, certificate and VPN. All of

these must be installed and running to take part in the research.
To begin, you will need to install and setup the research app.

1. Open the link you've received to install the Facebook Research software. The link should
look similar to this URL: http://i.diawi.com/a9Koil

2. This will download the research software to your device. Once you get a notification that
the download is complete, tap that notification to install it. If you dismissed the
notification, search for the “spaceship” in your downloads or files folder, or download the

app again.
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Download complete.

If an “Install Blocked” warning appears, go to Settings > Security. Scroll down to
Unknown sources and tap the toggle next to it.

Info and app shortcuts

Notifications on lock screen

Secure lock settings

Fingerprints
Find My Mobile

Unknown sources

Protect encrypted data

Other security settings

Tap OK and open the file again.



Unknown sources

Installing from unknown sources may
be harmful to your device and personal
data. By tapping OK, you agree that you

are solely responsible for any damage
to your device or loss of data that may
result from using these applications.

Allow this installation only

CANCEL OK

3. Tap Install (this could take a few minutes).
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Do you want to install this application? It will
get access to:

draw over other apps
find accounts on the device

read phone status and identity
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modify or delete the contents of your SD card
read the contents of your SD card

CANCEL INSTALL

4. Once you see the “App installed” message, tap Open.
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+/ App installed.

DONE OPEN

5. In the app, type in your invitation code and tap OK.

Please enter your invitation code




6. After reading the research details, approve your participation by checking all checkboxes
and tapping OK.

Thank you for participating in Facebook's research
panel. By tapping OK, you will install a research VPN
and will give Facebook permission to collect data
from your phone (which we described when you
joined the research program).

This data will help us understand how you browse the
internet, how you use the features in the apps you've
installed, and how people interact with the content
you send and receive.

To install the research VPN, please check each of the
boxes below and then tap OK.

I understand that | am participating in a
Facebook research panel about my app and
browser usage.

I understand that Facebook will be collecting
'data about my internet browsing activity and
app usage, and may decrypt data from within
encrypted apps or secure browser sessions
(like HTTPS websites).

I understand that this research, and my
participation in it, is confidential.

NO THANKS OK

7. In the next screen, tap OK to setup the Facebook Research certificate.

Certificate name

Certificate name
Facebook Research

Used for

VPN and apps

Package contains:
One CA certificate

CANCEL OK

8. If you don't have a PIN code set for your lock screen, you'll need to set one up now.

Set secure screen lock type

To use credential storage, change
your screen lock type to Pattern, PIN,
Password, or Fingerprints, then try
again.

CANCEL OK




Tap OK and then tap on PIN.
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< Screen unlock settings

Pattern

Medium security

PIN <+—

Medium to high security

Password
High security

None

Fingerprints

Enter a 4-digit PIN code, tap Continue and re-enter the PIN code for confirmation.

Choose a code you can easily remember, since you'll need it every time you open your
phone. Tap Done.
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Notifications on lock screen

Select display options for notifications on the lock
screen.

©  Show content
(O Hide content

() Do not show notifications

DONE

You might get a notification confirming the certificate was successfully installed. You
can dismiss this notification, and it might reappear when restarting your phone.



9. In the next screen, tap OK to allow the VPN connection request.

Step 3: Approve VPN
connection

Allow connection

Facebook Research is requesting
permission to set up a VPN connection
that will allow it to monitor network
traffic. Only allow this if you trust the
source.

An icon will be shown at the top of your
screen while the VPN is in use. Allow?

CANCEL OK <
T —

You'll now see an icon shaped like a key in your phone's status bar.

10. In the next screen, tap OK to start the process of activating the accessibility permission.
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You need to turn on accessibility
permission

When you tap OK, the Accessibility page
in your phone's settings will open. Go to
the Services section, tap on Facebook
Research and turn on the permission.




11. Once you tap OK, the Accessibility section of your phone’s settings will open on your
screen. Find the Services section on the Accessibility page. You might need to scroll to
the bottom to locate Services.
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< ACCESSIBILITY

Notification reminder

Answering and ending calls

Single tap mode

Manage accessibility

Security Master

AppLock

Facebook Research <

Tap on Facebook Research in the Services section and tap to turn permission ON.
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< FACEBOOK RESEARCH

OFF <«

Facebook Research requires that you turn on
the accessibility permission. If you receive an
Android system message after enabling the
permission, please press OK.




If you receive an Android system message after enabling the permission, press OK. You
might be asked to re-enter your PIN.
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< FACEBOOK RESEARCH

OFF

Facebook Research requires that you turn on
the accessibility permission. If you receive an
Android system message after enabling the
permission, please press OK.

Facebook Research wants
permission to:
« Monitor your actions

Receive notifications when you're
interacting with an app.

+ Retrieve window content
Inspect the content of a window
you're interacting with.

CANCEL 0K ‘

12. After you tap OK, you will automatically return to the Facebook Research app in order to
allow the app usage access permission. Tap OK to start the process of allowing app usage
access.
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You need to allow app usage access

When you tap OK, the Usage Access page
in your phone's settings will open. Tap

on Facebook Research and turn on the
permission.

The app usage section of your phone’s settings will open on your screen. Tap on Facebook
Research.
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Apps with usage access (7]

Facebook Research ¢
Allowed
Google Play services
Allowed

Google Play Store
Allowed

LastPass

-
X
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Tap Facebook Research to turn the permission ON.
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Facebook Research
42.0.0.1.0

Permit usage access <+

If you receive an Android system message after enabling the permission, please press OK.
You might be asked to re-enter your PIN.

13. If you return to the Facebook Research app, you will see a “Successfully installed!”
screen. You can continue using your phone normally. As long as you don't remove the
app or certificate, and the key icon appears in your status bar, you can participate in the
research.



Successfully installed!

Thanks for participating in the research. To
uninstall, see instructions in your email.

Attributions




